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Professional Profile

Senior statistician and data science consultant who delivers practical solutions in programming, data
analysis, and technology development. Combines deep expertise in physics with practical engineering
experience, advanced statistical knowledge, and information technology skills. This unique blend enables
the translation of theoretical concepts into real-world applications, supporting clients in defense,
cybersecurity, technology, healthcare, environmental, and other regulated industries. Provides practical,
no-nonsense support to teams across disciplines, contributing at any level, wherever data is collected,
analyzed, visualized, modeled, simulated, or presented.

Published thought leader in rigorous Al failure analysis, integrating cybersecurity, engineering, and
investigation to help organizations react to failures and build safer, more reliable Al products. Actively
contributes to the advancement of Al by participating in standards committees, helping to shape best
practices and technical guidelines for the field. Provides leadership and strategic guidance on data and Al
initiatives, while also personally executing on technical tasks. Adds value to projects with large language
models (LLMs) by tying them to client data, using careful prompt design, automation with APIs, and
integrating LLMs with traditional statistical methods. Strong software development leadership and
execution, turning complex requirements into reliable applications with disciplined SDLC adherence.

Primary expertise includes statistical software development, descriptive and inferential statistics,
multivariate modeling, time-series and Fourier analysis, clustering, dimensional reduction and
visualization, and uncertainty quantification. Regularly reviews and corrects mis-specified statistical and
machine learning models, improves feature engineering and variable selection, and designs custom
evaluation methods. Frequently sought after when clients need to integrate a new cloud service API, write
automation code, design and implement a data model for a new database, or train and evaluate a
baseline proof-of-concept Al model to assess potential value. Experienced at explaining complex
quantitative methods and results to executive, regulatory, and general audiences.

Background in experimental high-energy and radiation physics supports work on radiation exposure,
shielding and attenuation, detector performance, and simulation of radiation—matter interactions, as well
as design and validation of large-scale data collection efforts and sensor networks. This experience
underpins consulting in radiation safety, sensor-system performance, and quantitative modeling of
complex physical systems.

Core Competencies

e Statistical Methods: Applied Statistics, Study Design, Uncertainty Quantification, Model
Diagnostics, Data Visualization

e Programming & Data Engineering: Python, C/C++, Java, SDLC, ETL Pipelines, Cloud
Architecture and Data Systems (SQL)
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e AI/ML Applications: Statistical Learning, Predictive Modeling, Custom Evaluation Methods, LLMs,
Prompt Engineering, Generative Al

e Domain Expertise: Radiation & Sensor Data Analysis, Cybersecurity, Identity Analytics for Smart
Card and Secure Identity Document Testing, Supply Chain Risk Modeling

Academic Credentials & Professional Honors

Ph.D., Physics, University of California, Davis, 2017

M.S., Physics, University of California, Davis, 2012

B.S., Applied Mathematics, Georgia Institute of Technology, 2011

B.S., Physics, Georgia Institute of Technology, 2011

Licenses and Certifications
Amazon Web Services (AWS) Certified Cloud Practitioner

Accredited Professional Statistician (PSTAT®)

Academic Appointments

Affiliate Assistant Professor, Department of Population and Quantitative Health Sciences in the TH Chan
School of Medicine at the UMass Chan Medical School, University of Massachusetts, Worcester, MA,
2024-present

Professional Affiliations
ANSV/INCITS Atrtificial Intelligence (ISO/IEC JTC 1/SC 42) Technical Committee

American Statistical Association (ASA)

Orange County/Long Beach Chapter of the American Statistical Association (OCLBASA)
American Physical Society (APS)

International Society for Pharmacoepidemiology (ISPE)

InfraGard

Publications

Burns, D. (2025). Why do physicists make exceptional data scientists? Significance, 22(4), 38-40.
https://doi.org/10.1093/jrssig/qmaf043

Dore DD, Kyle M, Burns D, Murray CR, Watson H, Swaney J, Spevack S, Leonhard M, Simon M,
Moynihan E, Lapane KL, Wang SV, Longo CL, Ritchey ME. Cardiovascular safety of fixed-dose
extended-release naltrexone/bupropion in clinical practice. Obesity Pillars. 2025;100169. ISSN 2667-
3681. https://doi.org/10.1016/j.0bpill.2025.100169.

Dore DD, Myles L, Recker A, Burns D, Murray CR, Gifford D, Mor V. The Long-Term Care Data
Cooperative: The Next Generation of Data Integration. Journal of the American Medical Directors
Association. 2022 Dec 1;23(12):2031-3.
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Burns, Dustin. 2021. "Applications of Artificial Intelligence in Cybersecurity." In Software Engineering:
Artificial Intelligence, Compliance, and Security, edited by Brian D’Andrade. New York: Nova Science
Publishers.

Presentations

Rogers Murray C, Kyle ML, Burns D, Watson H, Swaney JR, Spevack S, Leonhard M, Moynihan E,
Lapane KL, Wang S, Longo C, Ritchey ME, Dore D. Emulating a Clinical Trial to Assess the Fitness of
Real-World Data for Evaluating the Cardiovascular Safety of Fixed-Dose Combination
Naltrexone/Bupropion in the United States. Poster presented at: The 41st Annual Meeting of the
International Society for Pharmacoepidemiology. 2025 August 25. Washington, DC, USA.

Burns D. Evolution of Al. INCITS/AlI Meeting 82, Exponent, Inc. Irvine, CA. 2025.

Burns D. Technical Introduction to Large Language Models: What is “GPT” in ChatGPT?. Insider Threat
Summit (ITS) NOOK. Monterey, CA. 2024.

Burns DR, Kyle ML, Rogers Murray C, Watson H, Swaney JR, Spevack S, Leonhard M, Simon MA,
Moynihan E, Lapane KL, Wang S, Longo C, Ritchey ME, Dore D. Evaluating the Cardiovascular Safety of
Naltrexone/Bupropion in the United States. Poster presented at: The 40th International Conference on
Pharmacoepidemiology. 2024 August 24-28. Berlin, Germany.

Burns D, Artificial Intelligence with Large Language Models. Engineering Professional Development
Seminar. Exponent, Menlo Park, CA. 2024.

Burns D. Applying Physics Reasoning in Epidemiology. PQHS Research Meeting, UMass Chan Medical
School Department of Population and Quantitative Health Sciences. Worcester, MA. 2024.

Burns D, et al., Developing a Career at Exponent. Engineering Professional Development Seminar.
Exponent, Menlo Park, CA. 2024.

Burns D. How a Former Physicist Thinks About Epidemiology. UC Irvine Physics Department Colloquium.
Irvine, CA. 2023.

Simon MA, Lapane K, Khan AM, Spevack SC, Burns DR, Rogers Murray C, Gifford D, Mor V, Dore DD.
Novel Data and Lag-times within the EMR Provided by the Long-Term Care (LTC) Data Cooperative.
Poster presented at: The 39th International Conference on Pharmacoepidemiology. 2023 August 23-27.
Halifax, Nova Scotia, Canada.

Spevack SC, Khan AM, Malone J, Burns DR, Rogers Murray C, Cleary El, Lapane K, Dore DD. Falling in
Love with Nursing Home Electronic Health Records (EHR): Greater Understanding of the Nature of Falls

from Harnessing Information in Nurses' Notes. Poster presented at: The 38th International Conference on
Pharmacoepidemiology. 2022 August 24-28. Copenhagen, Denmark.

Careers in Consulting—Why Physicists Make the Best Data Scientists, University of California, Davis,
Physics Department Alumni Seminar, Davis, CA. 2022.

Burns D. Can Al Predict Human Behavior? The Defense and Aerospace Test and Analysis Workshop
(DATAWorks). Washington, D.C. 2020.

Burns D. Can Al Predict Human Behavior? Insider Threat Summit 6 (ITS6). Monterey, CA. 2020.

Burns D, Artificial Intelligence and Machine Learning. Engineering Professional Development Seminar.
Exponent, Menlo Park, CA. 2020.
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Groves E, Phan S, Burns D, Big Data and Analytics: What Does it Mean at Exponent? Engineering
Professional Development Seminar. Exponent, Menlo Park, CA. 2020.

Burns D. Applications of Al in Cybersecurity. Open Data Science Conference (ODSC), West. San
Francisco, CA. 2019.

Burns D. Demystifying Al in Cybersecurity. Insider Threat Summit 5 (ITS5). Monterey, CA. 2019.

Project Experience

Led the software development of an updated PIV functional testing tool, designed to fully align with NIST
SP 800-73-5 (2024) and SP 800-78-5 (2024) standards, including support for RSA 3072-bit cryptography
where applicable. This project established a clear division of responsibilities between our tool and the
GSA Card Conformance Tool (CCT), ensuring robust, standards-based testing for PIV card interface
conformance. Recognizing that existing test tools are based on earlier standards (SP 800-85A-4 and SP
800-85B-4 DRAFT, aligned with SP 800-73-4) and that no published test methods yet exist for SP 800-
73-5, the team authored new and modified tests to meet updated functional requirements in anticipation
of future standardization. The implementation approach leveraged the GSA CCT'’s Ul, reporting, and
utilities, with codebase management in Exponent’s enterprise GitHub organization, secure test data
storage, and project management in Azure DevOps. The tool’s architecture retained the CCT’s interface
and reporting features, replacing core logic with SP 800-85A-aligned tests. Development followed IT
SDLC and QMS best practices, including sprint-based implementation, testing on both emulated and
physical cards, and thorough documentation of results.

Successfully executed a number of applied machine learning projects in different industry areas. Provided
critical feedback to a publication misapplying a clustering algorithm based on t-SNE. Advised on a custom
loss function to penalize false negatives for a deep learning model in TensorFlow for a prototype medical
diagnostic device. Trained and evaluated machine learning models for risk prediction of smartcard
issuance sites having high rates of issuance failures. Extracted feature from images and trained machine
learning for regressing pig weight from facial images for a precision agriculture product, including custom
evaluation metrics. Performed a cluster analysis on text logs associated with a medical device failure.
Engineered features from images and 3D spatial models to train machine learning models for
categorizing component wear categories based on drone imagery for a utilities company. Feature
engineering from time-series data to develop machine learning classification models for categorizing
outcomes of a robotic medical operation. Cluster analysis of images of diverse scenes to extract features
including colors, textures, and objects to quantify representativeness. Piloted Al services on AWS for
named entity recognition for PHI/PII redaction from text notes in medical records.

Managed a number of Al research projects related to Al products and the competitive landscape.
Performed a literature review of published work related to mood/emotion labeling for music in the context
of determining schemas used for tags for the purpose of training machine learning models, including
methodologies and advantages and limitations of each.

Collected and summarized secondary research on the evolving news-creation landscape, including how
publishers are updating their practices and business models in response to changing news creation and
consumption patterns, focused on independent publishers and news influencers.

Collected and summarized secondary research on the market landscape related to alternative content
sources for factual information that is popular among Gen Z users.

Performed desk research conducting a targeted review of industry reports, pre-existing public survey
collation, and published academic papers, including systematic reviews published in the past five years
for the U.S. market. The review provided 1) a top-level summary of the landscape of internet usage for
health information, defining key health domains and subcategories identified, 2) characterized the
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underlying user journeys, and 3) provided an overview of potential data sources for web scraping or API
queries to obtain relevant quantitative data (social media and non-social sites). We abstracted and
reported descriptive statistics and health domains and subcategories that arose from the literature search
to facilitate planning for future survey design and data collection.

Performed desk research relating to the following concepts: consumer perceptions about Digital Safety,
Cybersecurity (e.g. security against bad actors/hacking), and GenAl. The review focused on academic
literature in the English language within the past three to five years based on their relevance, including
sources such as non-academic surveys, government sources, and preliminary analyses of opinions
across social media, blogs, and online forums. Conducted a comparative review of in-product messaging
from Generative Al competitors related to reassurance and transparency moments about digital safety,
cybersecurity, and data privacy.

Extended on previous work to generate labels for 1,000 responses across 8 question types (8,000 total).
This work provided additional labels for the 8,000 responses, including superordinate and subordinate
category labels to future refine the annotations generated previously, as well as a second set of labels
categorizing each response with positive or negative sentiment. In addition to annotation, Exponent
provided data visualizations, showing the occurrence of labels with respect to respondent demographics.

Conducted a literature review to synthesize publications on the value proposition and key use cases for
conversational Al technology and/or multimodal interfaces that include natural language input. The study
outcomes provided a core understanding of the unique value of conversational interfaces, the use cases
for which this tech is best suited, and a prioritization of the potential applications of convAl.

Applied statistical learning and Al methods to address traditional business problems in new ways, while
incorporating the principles of security, explainability, and reducing algorithmic bias. Dustin’s team links
electronic health records (EHR) with various supplemental data sources to administrate the databases
underlying pharmacoepidemiologic studies for post-marketing safety and effectiveness. Additionally, he
performs statistical programming in the execution of these studies, particularly when complex multivariate
cohort definitions, diagnoses, and medical codes are involved.

Applied Al and Machine Learning approaches to evaluate data in a number of commercial and defense
settings. The commercial work includes analysis of data from healthcare, medical device, utilities, and
environmental science clients. The defense work focuses on the management of large databases and
analyses for Department of Defense personnel data. This work includes fundamental research on supply
chain security, identity management, insider threat, and cyber threat detection and mitigation.

Conducted a literature and data review, collection of data, data analysis, and consideration of statistical
techniques related to quantifying risk mitigation for suppliers along supply chains. Quantified aspects of
supply chain risk including concepts of integrity, resilience, trust, and risk using knowledge graph
representation and graph theoretic methods. Demonstrated supply chain robustness quantification with
examples of real world supply chains and quantification of risk due to insider threat risk.

Helped establish the Long-Term Care Data Cooperative (ltcdatacooperative.org), where | am the Lead
Data Scientist building a first-of-its-kind cloud architecture to aggregate and harmonize electronic health
record data from 10,000+ nursing home facilities across the U.S. to enable public health surveillance,
care coordination, and research, on a nationwide scale. Navigated the murky pool of health data
aggregators, pharmaceutical companies, regulatory agencies, long-term care provider networks,
academic research groups, and related cloud computing and software vendors. Coordinated a team of
data scientists, information security and technology experts, epidemiologists, and public health
professionals to build the clould platform based on Amazon Web Services (AWS) to provide researcher
data access.
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Led data ingestion and cloud architecture design for a large dataset of electronic health records (EHR).
Conducted several pharmacoepidemiologic studies including a retrospective cohort study, a case-
crossover analysis, and a trial replication study.

Integrated with a client’s software and database infrastructure to assist with data cleaning and
transformation prior to loading into a structured database. Utilized client’s task management and version
control systems to integrate with multiple client teams. Assisted incorporating Python code in client’s
production environment.

Led smart card durability laboratory testing tasks for several clients, including commercial card
manufacturers, and including our long-standing relationship with the DoD Defense Manpower Data
Center (DMDC) supporting the Common Access Card (CAC) program. | am involved in all stages of the
CAC card lifecycle, beginning with ISO/IEC 7816 and ISO/IEC 10373 testing on blank and personalized
cardstock from multiple vendors. | have personally spent hundreds of hours performing ISO/IEC 10373
smart card tests in Exponent’s mechanical, chemical, electrical, and identity labs. Additionally, | contribute
to Exponent’s historical data analysis monitoring issuance and field failures of the CAC. | lead our digital
smart card effort, performing ISO/IEC 14443 testing. | have personally performed over 100 hours of
ISO/IEC 14443 testing on smart cards and secure identity documents. In addition to the CAC program, |
have conducted secure identity document physical and digital testing for several clients.

Ingested and maintained a data warehouse to preserve historical records and update the status of active
personnel for over 20 years. Data transfer is performed over a secure network connection from the
client’s relational database servers to our in-house SAS database workstation. In this relational database
structure, various queries are made to extract rich subsets of the data for specific analyses. Our team of
data scientists and statisticians performs recurring monthly analyses in both SAS and Python to track
trends over time which give key insight into the agency’s personnel records and field-deployed
equipment. These analyses include tracking of hardware failure modes in the field over time and
predictive analytics with machine learning techniques to reduce overall failure rates. Our contributions
have resulted in millions of dollars in saved costs and a deeper understanding of the clients multifactor
data assets through data-driven reporting and data visualizations.

Aggregated medical data from 100+ hospitals for thousands of events where a medical device
malfunctioned and further analysis was required for FDA compliance. This data included patient records,
medical device logs and investigation reports, hospital training records, device testing reports, and
included interfacing with the client’s database endpoints. Data files were exported from the client’s
enterprise data management system and transmitted to Exponent via secure network file transfer. Each
data type had a custom ETL pipeline including time-series analysis of log files and text analysis of
interviews and investigation reports. After the data was collected and processed, a multivariate analysis
was conducted to extract new insights into the failure investigations, including machine learning modeling,
text mining and natural language processing, and application of advanced statistical methods. For
example, a correlation analysis was performed to understand the relationship between recurring errors in
device log files and the propensity for a device to cause harm to a patient. Additionally, a cluster analysis
was performed using NLP techniques to discover patterns in the text of investigation reports that may be
related to hidden similarities in device failures. The analysis resulted in a report which elucidated
underlying patterns and correlations not initially apparent to investigators.
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